| HAYKOBI CTATTI

Y]IK 342.5 doi.org/10.30970/jcl.4.2021.6

TeTana Ci1iHBKO

KaH/JUaTKa I0PUJUYHUX HayK, podecopka,

3aBifyBauka kadeapu KOHCTUTYLiIHOTrO IpaBa YKpaiHu
HanionanbHOro pUAUIHOTO yHiBEpCcUTETY iMeHi ApociaBa Myzporo,
XapkiB, YkpaiHa

t.m.slinko@nlu.edu.ua

CYYACHI 3ATPO3M IHOOPMALLIMHIV BE3MELL KPATHW W LUAAXIA
X MOAONAHHSA

CURRENT THREATS TO THE COUNTRY'S INFORMATION SECURITY
AND WAYS TO ADDRESS THEM

Tetiana Slinko
Candidate of Juridical Sciences, professor, head of Department of Constitutional Law of Ukraine,
Yaroslav Mudryi National Law University, Kharkiv, Ukraine

Ab stract | The essential c.haracter.istics of ir.1formation.security are investigated in t.he article. Mo.dern
threats to the information security of Ukraine are analyzed. The necessity of developing a

logically complete from the legal and organizational point of view system of management, formation, develop-
ment, using, protection of information resources, ensuring national security is substantiated. The issues that
are currently a priority for the proper functioning of the national information security system are pointed out.
[tis proved in the article that from the point of view of information security today Ukraine is at risk, as this area
has not been given due attention, which, in the end, was one of the reasons for increasing internal contradictions
inspired by external ones with the assistance of information and communication tools.
The need to ensure information security and protection of the information sovereignty is caused by the con-
struction of the information space and the necessity to guarantee the national security of Ukraine as a whole.
In conditions of the current Russian aggressive policy towards Ukraine, only such a thing could influence the
positive course of events and help reduce the impact of both domestic and external factors.

Keywords: information security, territorial integrity, information security threats, constitutional order,
information sovereignty.

Y cTaTTi foCaiPKEeHO CYTHICHI XapaKTepucTUKY iHpopMaliiHoi 6e3neku. [Ipoanasnizo-

AHOTaLuH | BaHO Ccy4acHi 3arpo3u iHopmauiiiHii 6e3mneni Ykpainu. O6rpyHTOBaHO HEOOXiHICTh
PO3pOOKHU JIOTIYHO 3aBepIleHOi 3 MPaBOBOi i opraHizaniiHoi TOYOK 30py CUCTEMH yIpaBJiHHSA, GOpMyBaHHS,
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PO3BUTKY, BAKOPUCTAaHHS, 3aXUCTY iHpopManiiiHUX pecypciB, 3abe3nedyeHHs HallioHaJIbHOI 6e3neky. Buokpe-
MJIEHO IUTAHHS, BUPilIeHHS SIKUX Hapasi € MeplIoyeproBUM JJ1s1 HaJleXXHOro QyHKI[iOHYBaHHS HallioHaJIbHOI
cucteMu iHpopMaLiiHOI 6e3MeKH.
BcTaHoBJIEHO, 1110 3 TOUYKU 30Dy iHopMaLiliHoi 6e31eKu Ha CboroiHI YKpaiHa nepe6yBa€ B 30Hi pU3UKY, OCKi-
JIbKY 11il cdhepi He MpUAiNAI0Ca HaJeXKHOI YBATH, 1110, YPEUITi-pellT, i CTa/10 OAHIE€I0 3 TPUYMH MOCUJIEHHS BHY-
TPilIHIX NPOTHPIiYb i KOHQJIIKTIB, iIHCipOBaHKX 330BHi 32 I0NIOMOrOI0 B Meplilly Yyepry iHpopMaliiHO-KOMYHi-
KallilHHUX 3aco0iB.
Heo6xigHicTb 3a6e3neyeHHs1 iHGopMalliiiHOI 6e3MeKH U 3aXUCTy iHGOpMaliiHOTO CyBepeHITETY, IK HAMHU J10-
BeJleHO, 3yMoBJ/ieHa ¢popMyBaHHAM iHpopMalLiiHOro MPOCTOPY, HEOOXiJHICTIO 3a6e3neYeHHs HalliOHAJIbHOI
6e3neku YKpaiHu B 1iJioMy.
B yMoBax BeJleHHS Cy4aCHUM pOCICbKUMM KepiBHULTBOM arpeCUBHOI NOJIITUKH 11010 YKpaiHU JIMliIe TaKa Mo-
rJ1a 6 BIVIMHYTH Ha MO3UTUBHUM XiJi NOAIH i cCIpUSATH 3MeHIIIeHHIO BIIMBY SIK BHY TPIlIHbO- MOJIITHYHUX, TaK i
30BHilIHIX paKTOpiB.

Kmwouoesi caoea: inpopmaliiiina 6e3neka, TepuTopiajibHa LilicHICTh, iHpopMaLiiHi 3arpo3u, KOHCTUTY-
niHUH a3, iHpopManiiHui cyBepeHiTeT.

Y cydyacHUX yMOBax, KOJIM Maike y BCi chepH )KUTTS BIPOBAIKYIOTbCA HaCyYacHi iHpopMaliHi
TEXHOJIOTi], CTpiMKO pP03BUBAaIOThCA TeJEKOMYHIKalilHiI cucTeMH, 3'ABJISIIOTHCSA HOBI Iy106abHI Mepexi,
3aCHOBaHi Ha BUKOPUCTAaHHI iHTepaKTUBHUX 3aC06iB nolnupeHHs iHopMmallii, CTae MOXKJIUBUM 33/]0BO-
JIEHHSI BJIaCHHUX iHTepecCiB, OTpUMaHHs (MaiXke MUTTEBO) MOTPiOHUX BifjoMocTel. HUHI KOXKHA JTI0IMHA
Ma€ 3MOTY JIi3HATHUCS PO OCTaHHI NMO/il y 6yAb-IKOMY KyTOYKY CBITY. ¥ TOMU Ke 4dac icHye ¥ iHIKWH 6iK
nporpecy: Bjaajia, [(poMafisiHU Oy Ab-sKOI lep:kaBy 6e3 3aCTOCyBaHHS BOEHHOTO iHCTpyMeHTapito, a Jiuliie
3aB/JIIKU [HTepHEeTy, colMepexxaM, KaHajsaM NepeJiaBaHHs iHdopmalii y 3M03i nocsa6butu abo HaBiTh
3pyMHYBaTH KOHKYpPYIOUy JepKaBy, HaNPUKJa/J, BUBECTH 3 JIaZy OAHKIBCbKY CUCTEMY UM SIKHUMCh CalT,
SK-0T HaJlaHHS JePXKIOCIYT, BTPYTUTHUCA Y PO6OTY eJIEKTPOHHOI MOIITH OKPEMO B3STOTO BioMcTBa (SIK
e 6y.10 3 nomtoo ®BP) Toio. Ha *anb, 1oCUTh YacTo HUHI I0BOAUTHCA YYTH PO XaKePChKi aTaky, Bif
SKHX HIXTO, IK BUSIBUJIOCS, He 3axyIlleHHUH. KpacCHOMOBHMMM i NOKa30BUMH Y LIbOMY KOHTEKCTI, Ha Halll
TorJIsLJl, € IaHi, HaBeJeHi y 3BiTi kommnaHnii Microsoft momo xakepcbkux aTak npotsarom 2020-2021 pokis,
3po6JieHOMY Ha mijicTaBi iHdopMmallii, 10 3i6pasu ii cuctemu 6e3mneku. Tak, 3rijHo 3 fanuMu Microsoft 10
3ailicHeHHs 58 % aTak npuveTHa Pocis. «BijiblIicTh XakepCchbKUX aTak 6yJia cipsiMoBaHa npoTy CnoJsyye-
HuX lllTaTiB - 46%. YKpaiHa y iboMy peHUTHHTY nocigae apyre Micie (19%), Ha TpeTboMy — Besinka bpu-
TaHis, 31 3Ha4HUM BigpuBoM (9%). Takox yacTHUHA aTak npunasa Ha besbrito, fAnoHir, Himeuyuuny (3%)
Ta iHLII KpaiHU»1.

Ha Hallle mepekOHaHHS, BUK/IMKA€E 3aHENIOKOEHHSA TOHW QaKT, 1110 «HalyacTille XakepcbKi aTaku
OyJIM CIIpsIMOBaHi Ha rajysb Jlep>ynpasiiHHsa (48%), Ha HeypsA0Bi opraHisarii Ta aHaJiTUYHI UEeHTpHU
(31%)»2. 3BicHO, 3a Takoi cuTyarili HaBiTb HalpoO3BHHEHiIIA KpaiHa (i bOMY € HiJTBEP/>KEeHHS) BH-
SIBUTbCSI HE3aXUIIEHOM, SIKIII0 He YCBIJOMUTb peajlbHUX i MOTEHLiMHUX 3arpo3, ki HecyTh iHpopMarilini
TEXHOJIOT], 32 I0OMOMOTr0l0 SIKUX UM 3aBJSAKU SIKUM MPALIOI0Th TeJeKOMYHiKalliliHi cHcTeMU, He 3MOXe
OI[iIHUTH MacIITabiB i HAC/IiIKiB HEraTUBHOTO BIJIMBY. YOro TIILKM BapTi «3JI0M BOJOOYMCHOI CTAHIIil ¥
®nopunai ¥ cnpob6a oTpyiTu Boay A 15 Tucsad xkuteni. KibepaTaka Ha ABCTpasmidcbKUM kKaHaa 9News
Australia, ujo npusBesia /1o 3puBY edipiB. ATaka 3 METOI0 BUKYIY, sIKa CTa/la IPUYMHOI 3YNIMHKU HaM0i-
sbiioro B CUIA manuBonpoBoAy i KowtyBasaa 5 MJIH foaapiB. | 1e Jikie yacTUHA CYMHUX HOBUH»3. €U~
HUM BUXO/IOM 3a [JUX YMOB € CTBOPEHHS /Ii€BOI CUCTEMU 3aXUCTy ¥ NPOTHUAII UM 3arpo3aM.

TakuM 4MHOM, B enoxy Mo6yA0BU I106a1bHOr0 iHQopMalifHOTO CYCHiJIbCTBA, B IKOMY Maiike
10/1HS 3'IBJISIIOTHCS HOBI UM OHOBJIEH] iHopMalliliHi TexHOoJI0Tii, BUKOPUCTOBYIOThCS HaiCy4acHi 3acobu

1 Kpainu-xepTBu Ta KpaiHU-arpecopy y Xxakepcbkux BiliHax. URL:

https://www.slovoidilo.ua/2021/10/22 /infografika/svit/krayiny-zhertvy-ta-krayiny-ahresory-xakerskyx-vijnax
2 TaM xe.

3 TaM xe.
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3B’A3Ky U mepenadi iHpopmMariii Touo, yKpaiHChKIH /iep:kaBH HEOOXiJTHO MepeayciM BU3HAYUTU CYKYII-
HiCTb 30BHIllIHIX 3arpo3 (TOOGTO CHUCTeMAaTU3yBaTH i CTPYKTYpPyBaTH), BCTAHOBUTH, SIKUM i3 HUX Tpeba
NPUAITUTH GiJIbLIY YBary siK NOTEHIiiHO HallHe6e3MeYHilllUM, BUSBUTH, TaKk 6U MOBUTH, HakcaabKimri
Micus.

HaBeneHe HabyBa€e 0COG/IMBOI aKTYaIbHOCTI 3 OIVISIAY HA Te, 1110, | MM HABOIUJIM CTATUCTHUKY, HUHI
6i/bIIICTh AeprkaB 3iTKHYyJIacd 3 TUM, 1110 iX cucTeMa 3a6e3neveHHs iHpopMallifiHol 6e3MeKku i 3aXUCTY
iHbpopMaliliHOr0 CyBepeHiTeTy BUSIBUJIACS YPa3J/IMBOIO, a 1€ HETaTUBHO BIJIMBA€E HA MOMJIMBOCTI Jep-
*KaBY ePpeKTHUBHO 3/1iliCHIOBATH 3aXHCT il HalliOHAJIbHUX iHTepeciB B iHpopManiliHil chepi. Tak, Ha JyMKy
¢daxiBIiB, 0JHUM 3 HAH6I/IBII HEOE3MeYHUX 30BHINHIX YUHHUKIB CMIJINBO MOXXKHA BU3HATHU IPOIlec ry1o06a-
Jlizaliii, 110 cynmpoBO/KY€EThCA Ni[pUBOM TPaJULiiHUX | HAB'AI3yBaHHSM KpaiHaM i HapoJaM iHIIUX I[iH-
HOCTel, 30KpeMa, 3a JIOIOMOTO HOBUX iHOpMaliiHO-TeJeKOMYHIKaI[iMHUX cucTeM i TexHos0TiH. O6-
cAru cBiToBoi iHpopmanifiHoi iHAYCTpii Ha moyaTKy 90-X POKiB MUHYJIOTO CTOJIITTSA AOCATJIN 2 TPJIH J10-
japiB CIIA, a Ha nmoyaTky XXI cTOJITTS 3pocjau Ha NopsfoK. Sk cnpaBeAsnBo 3ayBaxye B. P. CizeHko:
«3pocTae ycBiIoMIeHHS HE0OXi/THOCTi JOTPUMYBATH Csl IEBHUX IJ1I06AIbHUX MPUHIIWIIB MOBEAIHKH, OCKi-
JIbKM aJIbTEPHATHBOK MOXe OYTH HEKOHTPOJbOBAaHE 3POCTAHHS IJI06AJbHUX PHU3UKIB, BiJ| AKUX He
3MOXKE CXOBATHUCS HIXTO. 3BiZicM MU criocTepiraeMo HebGayeHUH paHille TeMIT NOMUPEHHSI HOBUX MiXKHa-
PO/IHUX Ta HaBiTh IJ1I06AJbHUX YTO/, 1[0/]0 PETYJIIOBAHHS THUX UM iHIIUX CKJIA/[0BUX JIIOACHKOI AisIIbHO-
CTin%.

Y KOHTEeKCTi CKa3aHOI'0 OKPEMO yBary BapTo 3BEpHYTH Ha Te, 110 B yMOBax rJyiobaJizamnii inpopma-
MiHHKUX MporieciB, PopMyBaHHSA CBITOBOTO iHPpOpPMaLiHHOTrO MPOCTOPY, IIBUAKOT0 3POCTAaHHA CBiTOBOTO
pUHKY iHdopMallii )ko/{Ha AeprKaBa, 3BiCHO K, He Moxke PpYHKI[IOHyBaTH B iHpopMaliiiHii i3onsnii. Came
1le 1 HacTOpoxye, 60 B IbOMY pasi iHpopmMarliiiHi gxKepesa i TOTOKU Ha TepuTOPil 6yAb-sK0i KpaiHU
Mal’Kke HEMOXX/JIMBO IIOBHICTI0O y06e3NeYMTH BiJi BTpydaHb, HamajiB, 30BHIIIHbOrO iH$opMaliiiHOTO
BILJIUBY ¥ BUTOKY BHYTPIlIHbOI iHpopMallii. B6aya€eThbcs, 1110 camMe [IUM MMOSICHIOETbCS BOXKJIUBICTh A1 YK-
painu (sk, Ao peui, i s 6y/b-9KOI iHIIOI Jlep:kaBu) BUpillleHHs npobJseM y chepi iHpopMaliiiiHoi 6es-
MeKH, 3anobiraHHs MOLIMPEHHI0 HEeraTUBHHUX TEeHJEHIiN i MoJloJlaHHA Hac/iJKiB, ki HacTaau yepes
Ccrpo6u XaKepiB BTPYTUTHCSA YU MPOBECTH KibepaTaky. bisbi Toro, i 1je roioBHe, IPUXOAUTD YCBiJIOM-
JIEHHS TOTO, [0 HEOOXiTHO PO3POOUTH JIOTiYHO 3aBepllleHy 3 TPaBOBOi i OpraHizauiiiHoOi TOYOK 30py CH-
cteMy popMyBaHHS, PO3BUTKY, BUKOPHUCTAHHS, YIIpaBJiHHS, 3aXUCTy iHpopMaliiHuX pecypciB, 3abe3mne-
YeHHS HalioHAJIbHOI O6e3IeKH, CKJIa/I0BOI0 Kol € iHdopmanifiHa 6e3neka. Jogamo, 0 WAeThCs K MPo
MOXXHOBJIAZIIiB, TaK i MpO mepeciyHUX rpoMa/isiH, MPaBO SIKUX HA HEJJOTOPKAHHICTb 0COBGUCTOTO KUTTH,
3aKkpinuieHoro cT. 31, 32 Koncrutyuii YkpaiHu®, 3axyIaeTbcd JepxaBolo. [lifTBepPKeHHAM BKa3aHOro €
pimeHHsa KoncruryuiiiHoro Cyny Ykpainu 6id 20 ciunsa 2012 poky Ne 2-pn/2012, B sKOMY, CHUPAaOYUCh Ha
pe3yJibTaTH CUCTEMHOTO aHaJ1i3y M0J10’KeHb YaCTHH Neplioi, Apyroi cTaTTi 24, YacTUHU Nepuioi cTaTTi 32
KoHctutynii Ykpainu, CyZ KoHCTAaTyBaB, 1[0 «peaJli3allis MpaBa Ha HeJIOTOPKAHHICTb 0COOUCTOTO i CiMel-
HOTO0 KUTTS rapaHTYETbCA KOXHIiM 0c06i He3a/1eXKHO BiJ| CTaTi, MOMITUYHUX, MAHHOBUX, COIliaJIbHUX, MO-
BHUX YU iHIIIUX O3HAK»®.

HaBeneHe HaOyBae HeabUSKOI Bary 3 OrJIsily Ha CUTYyaIlio, L0 CKJIaiacs: 30BHIIIHSA arpecis 3 60Ky
Pocii, anekcisg Kpumy, nomupeHHs KpaiHow-arpecopoM penKiB To1o. 3BiCHO, 3a TAKUX YMOB JIJ1s1 Y KpaiHU
MUTaHHA 3a6e3MedyeHHs iHpopMalliiiHOl 6e3MeKHU K HeBil' €eMHOI CKJ/Ia/|0BOi HalliOHA/IbHOI 6e3NeKU CTO-
SITh 0CO6JIMBO TrOCTpPO. Jl0 [bOTO JOAAETHCA 1 1ii/1a HU3Ka iHIIUX TP06JieM, siKi Jiniie Ha NepuIni MorJs/l €
CyTO TexHiYHUMU. MoBa iie PO BHYTPIILHE KUTTS YKPAIHCbKOI Jep>KaBH, IKE CbOTOAHI CYMPOBOKY-
€TbCSI BKpal CKJIaJIHUMH BiZJHOCHHAMH CTOJIMYHOTO IIEHTPY 31 CXi[HUMHU perioHamMu, XBOPOOJIMBOIO COILi-

4 Cizenko B.P. HoBi riio6asnbHi BUKJIMKY Ta iX BIVIMB Ha GOPMYBaHHSA CyCNiJIbHUX L[iHHOCTEH. YKpaiHCbKUH corjiym. 2014.
Ne1(48).C.11.

5 Koncrutyuia Ykpainu. URL : https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text

6 Pimennsa Koncruryuiiinoro Cyay Ykpainu y cnpaBi 3a KOHCTUTYLIMHKUM noAaHHAM JKalkKiBcbkoI palloHHOI pagu YepKacbKoi
o6JiacTi oo odiniiiHOro TIIyMadeHHs M0JIOKEHb YaCTHH Mepiuoi, fpyroi craTTi 32, 4yacTuH Apyroi, TpeTboi ctaTTi 34 Koncru-
Tyuil Ykpainu Big 20 ciynsa 2012 poky Ne 2-pn/2012. URL: https://zakon.rada.gov.ua/laws/show/v002p710-12#Text
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QJILHOIO MOJIepHi3alli€lo, BHYTPilIHbOI HeCTabiJbHICTIO i MOJITUYHOI HEBIOPSAKOBAHICTIO, MOJIITHY-
HUM i coljia/IbHUM pO3IIapyBaHHAM, L0 iHKOJIU JOXOAUTH [0 PiBHA NPOTUCTOSHHS, KPU30K0 €KOHOMIKHU
Ta ¢piHaHCOBOMW JecTabijizaliero. Ak 6aunmo, came 36 poMHUN KOHPJIIKT, MOJIITUYHA HAaNPYKEHICTh, iHPO-
pMaliifiHa arpecis 3 60Ky Pocii € TUM BakeJsieM, IKMH HiAIITOBXYE YKpaiHy 0 pilllydynX AiH, CIPSIMOBaHUX
Ha 3aXUCT CBOTO CyBepEeHITeTy i He3aJeKHOCTI. 3yNMHMMOCS Ha IbOMY TPOXH JieTajbHille.

Hi n/151 Koro He cekper, 1110 pocilicbKa BilicbkoBa arpecis, aHekcis Kpumy i CeBacTomnosisi CTaHOB-
JIITh peasibHy 3arpo3y iCHyBaHHI0 YKpaiHCbKOI Jep:kaBH, il TepuTopiajibHil LiNicHOCTI, 3a6e3Me4yeHHI0
iHpopMariiiHoil 6e3neKH U 3aXUCTy iHGOpPMaIiiHOrO CyBEPEHITETY, 1110, fIK, /10 pedi, i B 61/IbIIOCTI IeMOK-
pPaTUYHUX CYCHiJbCTB, 3aXUIAETHCS HAliIOHAJIbHUM 3aKOHO/JaBCTBOM. 3aBasiocs 6 BCe €: i HOpMaTHBHA
6a3a, i 6axkaHH4, i MparHeHHs.

OpHak peadtii npotuaexHi. Ak iponiyHo 3ayBaxye O. Bisopyc, focaimpxyrouu riobasnisaiito i Hari-
OHaJIbHY CTpaTeTio YKpaiHu: «3aKOHOAaBYe I0Jie y Hac B3ipIeBe, 3aBIsiKU KoMy B iHpopManiiHii chepi
npanroe 6y/1b-xTo i ik 3axo4e. My pakTUUHO BTpaTUIH iHPopMalinHUK cyBepeHiTEeT, 60 MAaEMO BChOTO
10% nepxkaBHOI yacTkH, ko1 @panuig, [losbia, HiMeuunHa - 1o 40 %, a feski Hawi cycigy i1 60%. BoHu
MarTh 10 3-5 Aep:KaBHUX pajiio-, 2-3 TeJieKaHaJIM, a y Hac 0COGJIMBO B KabeJIbHUX MepeKax PaKTUIHO
CcUaUTh iHIIA AepkaBa»’. [IpoTe, K BiloMo, mpobseMa 3ab6e3nedyeHHs iHOpMaIliliHOI Oe3MeKH K He-
BiZ'eMHOI ck/1a/10BO1 3arasibHOI Hal[iOHAJbLHOI CUCTEMH Oe3MeKH AepKaBU U 3aXUCTY 3acaj, KOHCTUTYIiN-
HOTo0 J1aly 6e3mnocepe/IHbO Ma€ BUPILIyBaTUCA JIeP>KaBHUMHU CTPYKTypaMH, 10 000B’I3KiB IKUX BifiHECEHO
3abe3neveHHs, AoAepKaHHA U 3axucT KoHcTuTynii Ykpainu. 3BicHo, 1ie JioTidyHo, 60 3 AepKaBHO-IPaBO-
BOI TOYKHM 30PY B CUCTEMI HallioHAIbHOI 6e31MeKH 0Co6JIMBe Miclle ITOBUHHI MociaTu oxopoHa KoHcTHTy-
1ii, 3a6e3ne4yeHHs CTabiIbHOCTI KOHCTUTYLiiHOrO0 JIaAy YKpainu. He Bunagkoso npod. 0. M. Toguka Bka-
3aHy Npo6JIeMy PO3TJISA/AAB K KOMIJIEKCHY MOJIITUKO-TIPAaBOBY, sika HA0YBA€ 0COGJIMBOTO 3HAUYEHHS B Ie-
pioJl cTaHOBJIEHHS JIep>KaBHOCTi, EKOHOMiYHOI, MOJIITUYHOI i coliasibHOI HecTabiJibHOCTI, GOpMyBaHHS
MPaBOBOI CUCTEMHU Jiep>KaBU Ha KOHIENTyaJbHO HOBill OCHOBIS.

Ha nigTBep/2keHHs MPaBUJIbHOCTI i BUBAXXEHOCTi [yMKHU HAyKOBIIS 0/1aMO, 1[0 KOHCTUTYLiMHO-
npaBoBi 3acaau iHpopMaliiiHoi 6e3nekH 3aKpinaw0ThCcA cT. 17 KoHctuTtynii Ykpainy, B AKkid B npiopu-
TETHOMY NOPSAJAKY BCTaHOBJIIOETHCS, 1110 3aXUCT CYBEPEHITETY i TEPUTOPIaJIbHOI LIJIICHOCTI YKpaiHu, 3a-
Ge3rnedeHHs ii eKOHOMiIUHOI Ta iHpopMaIliiHOI 6e31eKH € HAUBAXKJIUBIIIUMU QYHKIIAMU Jlep>KaBH, CIIpa-
BO0 BChOT0 YKpaiHChKOT0 Hapoay®. Yu 03Hauae 1ig, 1110 iHpopmaliiiny 6e3neKy noctaBjeHoO Ha O/[UH 1a-
6eJib 3 TAKUMHU BXKJIMBUMH KOMIIOHEHTAaMU CUCTEMH Hal[iOHAJIbHUX iHTEPECIB, SIK CyBEpEHITET i TepUTO-
piasibHa IiJTIiICHICTB, i LIe# cTaTyc nuTaHHA iHpopMariiHoI 6e31eKU € 3aKOHO/1aBY0 3aKpimieHUuH B OCHO-
BHOMY 3akoHi? Ha Haiy [yMKy, BiiOBi/iIb Ma€e 6y TH NO3UTUBHO0, BPaXOBYIOUH CTYMiHb ii BaXKJIMBOCTI.

Binbiu Toro, pe3yabTaTy AOCAiKEHHS CYYaCHUX MiAXO0/iB /0 BUBUEHHS | po3yMiHHA iHpopmaniii-
HOI 6e3MeKH CBi[4aTh, 110 OKpecseHa npobseMa € 6araToacnekTHOIo. [IpoTe wiil cdepi TpruBasnii yac He
NpUILIsIacad HaJIeXKHa yBara, 1o CTaJIo OJIHI€I0 3 TPUYUH MOCUJIeHHS BHYTPILIHIX TPOTHUPidYb i KOHGJTIK-
TiB, iHCipOBaHUX 330BHi 3a /IONIOMOT0I0 BUKOPUCTAHHS NepeyciM iHpopMalliliHo-KoOMyHiKalliiHUX 3a-
co6iB. Ak nokazasa icropis (cBiTOBI BiliHM i peBoJitoLLii), 6e3meKa Oibllie He 3a6e3MeYyEThCS paljioHaIb-
HUMH JIOMOBJIEHOCTSIMH | HENOPYIIHUMHU Jlep>KaBHUMHU iHCTUTYTaMu10. OueBUAHO, 110 3arpo3u 6e3mnerni
CbOTOJIHI MOXKYTb Oy TH SIK 30BHILIIHIMH, TaK i BHYTPIllIHIMH, caMe TOMY ii 3a6e31e4yeHHsI HAbyBa€ 0CO6JIH-
BOI Baru.

[Ipof0BKy10UM BUCBIT/IEHHSI IUTAHHS, He MOKHAa OMUHYTHU TOTO, 1110 IPAaBOBi OCHOBU PErYJIIO-
BaHHS JePrKaBHOI MMOJIITUKY 3 MUTaHb HalliOHA/JbHOI 6e31eKHU 3aKJIajieHi B 3akoHi Ykpainu «[Ipo ocHOBH
Jlep>KaBHOI OJIITHUKY HalliOHAJIbHOI 0e3MeKu YKpaiHuy», Jie BIepile JaHo oilliiHy OLiHKY 3HAaYYIIOCTi U
CUCTeMHiN cyTHOCTI iHpopMaLiiiHOI 6e3MeKHU K HeBiJ €eMHOI CK/1aZ0BO1 HallioHa/IbHOI 6e3MeKu YKpaiHu.

7 Binopyc O.I'. 'no6anizanis i HanioHasbHa cTpaTeris Ykpainu. Kuis: BO «baTbkiBuiHax»; Bpogu: IIpocsita, 2001. C. 47.

8 Toguka 10. M. HapogoBiagas va TpancopmariiHoMy eTani po3BUTKY JiepKaBH i cycnisbcTBa : MoHorpadis. Xapkis : [Ipaso,
2007.480 c.

9 Koncrurynis Ykpaiau. URL : https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text

10 HarjioHasibHa 6e31eKa: CBiTOTJIsSI/IHI Ta TEOPETHKO-MeTO/0JI0TuHi 3acaau: MoHoTpadis /3a 3ar. pea. O.I1. /[3bo6aHs. XapkiB :
[Tpagro, 2021. C. 55.
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KpiM Toro, CyKymHicTb iZieif Ta KOHIeNI[il, 1[0 BU3HAYalOTh HAlliOHA/IBHI iHTepecu Ykpainu B iHpopMa-
iMHiN cdepi, 3arpo3u ix 3a/[0BOJIEHHS, HANPSMU i IpiopUTeTH Aep>KaBHOI MOJITUKU B iHpopManilHii
cdepi 1 MexaHi3MU peryJitoBaHHSA CyCHiJIbHUX BiZJHOCUH HAaOy/IM HOPMAaTUBHOTO 3aKpinjieHHs y JloKTpuHi
iHpopMarifiHOl 6e3meky YKpaiHy, 3aTBep/»KeHil i BBeJleHiH B fit0 YKa3oM [Ipe3uaeHTa Ykpainu Big 25
atrotoro 2017 poky!l.

BpaxoByrouu Bce 1ie, MOXKEMO CMIJIMBO CTBEPAKYBATH, L0 HUHI BXKJIMBOI'O NOJIITUYHOTO i IpPaK-
THUYHOTO 3HAaYeHHS NPU yA0CKOHAJeHHI NpaBoBOro 3abe3neyeHHs iHpopMalliiiHoi 6e3neku i iHpopma-
IiHOTr0 CyBepeHiTeTy HabyBae KoHIlenis HallioHa/bHOI 6e3MeKy YKpaiHy, y AKii BU3HAYAIThCS MOX-
JIUBI 3arposy, 1110 CTOCYIThCA iHGOopMaliiHoi chepH.

BapTo 3ayBaxkuTH, 110, HE3BAXKAKYU Ha Te, 110 caMa JJOKTpUHA He € HOPMAaTHBHO-NIPAaBOBUM aK-
TOM, B IKOMY Iepe/ibaueHi KOHKPeTHi paBoOBi MexaHi3MU, BOHa BU3HAETbCSA 6GAa30BHM aKTOM, B SIKOMY
BiZjo6parkeHi 1iJTi, «BEKTOPHU» AisJIbHOCTI YKpaiHCbKOI AepKaBU y AaHiu cdepi. Ak 3a3HaveHo B TeKCTi Jlo-
KTPHUHH, MeTOI0 ii MPUUHATTS € «yTOYHEHH 3acaj GopMyBaHHS Ta peasisallii Jep:kaBHOI iHpopMaIiiHoi
MOJIITUKY, HacaMIiepe/ 100 NpoTUAil pyiHiBHOMY iHpopMaliiHoMy BuBY Pocilicbkoi @epepariii B
YMOBAax PO3B’sA3aHoi Hel Ti6puAHOI BiliHU»12, Y JIOKTPHHI TaKoXX BU3HA4YeHO, 10 «Pocilickkoto Penepa-
I[i€I0 3aCTOCOBYIOTHCS NMPOTH YKpaiHU HaWHORBIII iHpopMaIlliliHi TeXHOJIOTiI BIVTMBY Ha CBiJIOMiCTb I'po-
Ma/isiH, CIIPSIMOBAaHi Ha pO3Na/il0BaHHs HalliOHaJIbHOI i peJsiiriiHol BopoXkHedi, mponaraH/ly arpecuBHOI
BillHH, 3MiHYy KOHCTUTYL[IHOT0 J1a/ly HACUJIbHUIILKUM HIJISIXOM ab0 MOpPYIlIEeHHS CyBEPEHITETY i TepuTo-
piaJIbHOI LiJIiCHOCTI YKpaiHu»13.

BkazaHe 3aliBU# pas migATBEPHKYE TE3Y MPO Te, 10 BITYN3HAHUHN iHGOpMaLliiHUH MPOCTip MPOTs-
rOM BCbOTO iCHYBaHHsI He3aslexKHOI YKpaiHu 6yB i 3a/1MIaeThbcsl 06’€EKTOM MOCTIMHMX 30BHIIIHIX aTak, a
BIIPO/IOBXK OCTaHHIX 6 pokiB iHpopMalliliHi aTaku MPOTU HaLIOI AeprKaBU Jiulle nocuauaucd. Kpim toro,
sIK 3a3HAYAl0Th eKCIIEPTH B «AHaUTi3i AeprKaBHOI MOJIITUKH y cdepi HaioHaIBbHOI 6e31meKy i 060pOHH YK-
painu»: «/lii cy6’ekTiB 3a6e3ne4eHHs Hal[iOHAJIbHOI 6e31eKH YKpaiHH Ha I0YaTKy 3aroCTPeHHSI BOEHHO-
noJliTU4HOI cuTyanii 6y/iu He edpeKTUBHUMU. ONlepaTUBHICTh NPUNHHATTSA YIPaBJAiHCHKUX pillleHb y cdepi
HallioHaJIbHOI 6e3neKH OyJ1a HU3bKOIO, 1[0 He 3abe3euyBaJjlo CBOEYACHOTO pearyBaHHs Ha HOBIi 3arposu.
BigcyTHicTh moCTiHO Ail04Oro MexaHi3My MOJieJIl0BaHHS i MPOrHO3yBaHHSA K OCHOBH /i MPUHHATTS
pillleHb He 103BOJISLIIO [iSITH HA yIlepeKeHHs 4. ¥ 3B’3Ky 3 [[UM, Ha Hallle rJIn6oKe nepeKoHaHHs, iHdo-
pMaliiiiHi 3arpo3u Hallliil lep>kaBi NOoTpebyOTh peTe/IbHOr0 aHaIi3y, a TEXHOJIOTI] IX HiBeJIloBaHHS i po-
TUCTOSIHHA IM - OCy4YacCHEHHS$I, OCKIJIbKY, SIK, CIOAiBAaEMOCS, HAMU Ji0BejieHo, iHpopMmaliiiHa 6e3neka —
OJIVH i3 QyHAAaMEeHTAJIbHUX YUHHUKIB iCHyBaHHS W PO3BUTKY OY/1b-AKOI AepkaBH y XXI CTOJIITTI.

BucBiT/I0l04M MUTAHHS, HE MOXKHA TAaKOX He 3yNIMHUTUCS Ha Haci/Kax iHpopMaliiHUX BiliH. Ik
HaMHU BxKe 6yJ10 paHillle BKa3aHo, OJJHUM i3 HUX € JledopMallis yXOBHUX LIHHOCTEM CYCIiJIbCTBA i 0CO6GU-
CTOCTI, 1[0 HETaTUBHO BIUIMBAE Ha iHIIi chepH XKUTTEMIAIBHOCTI AepKaBU, 30KpeMa, Ha IOJIITUYHY, ITpa-
BOBY, MOpPaJIbHY TOIIO. Y CYyYaCHUX YMOBaX, KOJIH CTPIMKO IMOIIHUPIOIOTHCA iHPpopMalliiHi TeXHOJIOTIi, CTBO-
PIOIOThCS BipTyasibHi CBiTH, KOPUCTYIOThCS NONYJSIPHICTIO Pi3HOMaHITHI coljiasibHi Mepexi, mpobJiemMa
iHdpopMariiliHoi 6e3neky Habya HOBUX GpopM I BUMipiB. Ik Hamu BiiMivasiocsi, po3BUTOK iHpopMalifiHo-
KOMYHIKaI[iHHHUX TeXHOJIOTiH, 3 0JHOTr0 OOKY, 3HAYHO PO3IIHPIOE MOXKJIHUBOCTI JIOJUHU # cycnisibcTBa (i
1€, 3BicHO, /106pe), a 3 APYyroro — Hece B c06i HU3KY 3arpo3 iHpopMaliiHOMY CyBepeHITETY Jlep>KaBH, I10-
Bara Jj0 IKOTo BUCTYIa€ OJHUM i3 OCHOBHUX 3akpimieHux y CtatyTi OOH Ta iHIIMX Mi>kHapOAHUX aKTaXx
NPUHLMIIIB Cy4YacHOTO MiXKHApoAHOro npaBa. HaBeseHe MOSICHIOETHCA THUM, 1110 CBITOBA CHiJIbHOTA 06-
CTOROE i/Iel0, IO B ijieaJli BCi Jiep’kaBH MalOTh 6YTH PiBHOIIPABHUMH 1[0/10 BJIACHOTO iHpOpMaI[ilHHOTO Cy-

11 [Ipo pimeHHs Pagu HanjioHanbHOT 6e3nekH i 060poHU Ykpainu Bif 29 rpyaus 2016 poky «IIpo JlokTpuny iHbopmaniiiHol
6e3mneku Ykpainu»: Ykas [Ipe3ausenTta Ykpainu Big 25.02.17 p. Ne 47/2017. Jlata oHoBseHHs: 25.02.2017 p. URL:
https://zakon.rada. gov.ua/ laws/show/47/2017#Text (zaTa 3BepHeHHs : 08.09. 2020).

12 Tam xe.

13 Tam xe.

14 AHaJsi3 zep>kaBHOI MOJIITUKY y chepi HanioHabHOI 6e3neku i o6oponu Ykpainu. 2015 pik. URL: https://rpr.org.ua/wp-
content/uploads/2018/02/Analiz-polityky-NB-pravl-final.pdf
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BepeHiTeTy. OJIHAK, i PO Ie B3Ke HILI0CS, peaJibHICTb € Jlelo iHmow. biibimicTb KpaiH cBiTy, ki popma-
JIbHO He3aJIeXHi, 3a3Hal0Th BiIKpUTOro abo NpUXOBAHOI0 BIJIMBY 3 OOKY MOTYKHUX iHopMalilHUX Ti-
TaHTiB, IKUMU € K okpeMi fepxxaBu (CLIA, Kutaii, PO, finownig, [3paink To11o), Tak i TpaHCcHaIioHAAbHI
kopnoparil ( Apple, Amazon, Facebook, Google, Microsoft, IBM To1110), 110 MatOThb CTAaTyC TEXHOJOTIYHUX
¢d1armaHiB, po3yMilOTbCs HAa cydacHOMY 06JiaZlHaHHI ¥ mporpaMHoOMy 3a6e3nedyeHHi, HEHPOHHUX Mepe-
)KaX, ITYYHOMY iHTeIeKTi, XMapHUX 004YHCIeHHIX Tolo. KpiM Toro, sik nokasye A0CBif ri6pyuaHoi BiliHY,
1110 BeJleThcst Pociero npoTu Hatioi KpaiHy, MOCTiIHHO PoGJIATHCA CIPO6U MaHiNyJ/I0BAaTH CBiIOMICTIO Mic-
[[eBOTO HACEJIEHHS, MOJITUYHHUX 260 eKOHOMIYHHUX eJIiT, IHKOJIM JiepKaBy BAAKTHCSA 10 BiIBEPTOrO JAUK-
TaTy, iHpopMaIinHol JUCKpUMiHaIlil, HermoBaru A0 IpaBa BiJIbHO 00UpaTH ¥ PO3BUBATH BJIACHY iHpOP-
MalliiiHy cHCTeMy, BCTAaHOBJIIOBATH BJIACHI MpaBuJa CyBepeHHOro iHopMaliiiHoro cepe/ioBHUIIa TOLIO.
[HKO/IM Jlep:kaBa 3MyllleHa MOCTYNUTUCS CBOEID CyBEPEHHICTIO HA KOPUCTbD 0JIIr0moJii, 1110 Kepye rjioba-
JIbHUMH TeJIEKOMYHIKal[ilHUMH MepekaMH, BKJIIo4atodu [HTepHeT Ta iHQopMaliiiHi coljiasibHi MaijaH-
YUKHU.
Yce HaBeJieHe BHUIIe 03BOJISIE 3pOOGUTH BUCHOBOK PO Te, 1110 3 TOUKU 30py iHopMaljiliHoil 6e3-
MeKH Ha CbOTOJIHI YKpaiHa nepeOyBa€ B 30Hi PU3UKY, OCKIJIBKH Lii cdepi He MPUIIIAIOCA HaTEKHOI
yBard, 10, ypeuTi-pelIT, i CTaJ0 OJHi€I0 3 IPUYHH MOCUJIEHHS BHYTPILIHIX TPOTHUPIiYb i KOHQJIIKTIB, iH-
cripoBaHUX 330BHi 32 I0NIOMOTO10 B epiny yepry iHpopMaliiiHo-KOMYyHiKaliiHUX 3ac06iB.
[ToBepHEMoOCs 710 TOTO, 1110, IK HAMU BijI3HAa4Yas10Ccsd BUIIE, abU MPOTUCTOSATU 3arpo3am, nepeaycim
cJiiJ1 3po3yMiTu npupoay iHpopmanifiHol 6e3neky. K MoKasye aHasi3 pisHOMaHITHUX MiIXOMIiB /10 PO3K-
pUTTSA cyTi iHpopManifiHO] Ge3MeKH, MOXXKHAa BUOKPEMUTHU HACTYIHI il CyTHICHI XapaKTepUCTHKU: MO-I1e-
plile, Ile CTaH 3axUllleHOCTi iHpopMalliliHOr0 MPOCTOPY; MO-APYTE, 1ie CTaH 3aXUIeHOCTi HallioHaJIbHUX
iHTepeciB Ykpainu B iHpopMaLiiHOMy cepeZ0BUILi; [10-TPETE, Lie 3aXUIeHICTb BCTAHOBJIEHUX 3aKOHOM
MpaBuJI, 3a SKUMHU Bif0YBAIOThCA iHGOpMaIliiiHi MpoIlecH B JieprkaBi; MO-4eTBEPTE, Iie CYyCHiJbHI BiIHO-
CHHH, TI0B’SI3aHi i3 3aXUCTOM KUTTEBO BAXKJIMBHUX iHTEPECIB JIAWHYU i TPOMaJssHUHA, CYCIJIbCTBA i Jep-
»KaBU BiJ pea/ibHUX Ta NOTEHLiMHUX 3arpo3 B iHpopMaliliHOMy NPOCTOpi; Mo-N’sITe, Ije HEBi/l'EMHA Yac-
THHA NOJITUYHOI, EKOHOMIYHOI, 060POHHOI Ta iHIIMX CKJIA/[0BUX HalliOHAJbHOI 6e3meKu!s.
Jlomamo, 1110 3a TpaAULiHHOTO MiIX0Ay A0 BU3HAYEHHS 3arpo3 iHpopMaliiHili 6e3mneni cycriibc-
TBa, 1K 3ayBaxye npod. 0. /[3b06aHb, MOKHA BUOKPEMUTH Taki OCHOBHI ix rpymnu. [lepua rpyna 3arpos
MoB’si3aHa 3 6YPXJUBUM PO3BUTKOM HOBOTO KJjacy 36poi - iHpopMaliiitHoi, ika 3jJaTHa eheKTUBHO BILJIU-
BaTH i Ha IICUXIiKY, CBi/IOMiCTb Jito/1eH, i Ha iHdopMaLifiHO-TEXHIYHY iHPPACTPYKTYPY CyCHiILCTBA M apMil.
Jpyra rpymna iHpopMalliliHo-TeXHiYHHX 3arpo3 JIJisl 0COOGHUCTOCTI, CYCIiJIbCTBA i JIep>KaBH — Lie HOBUH KJiac
colliayIbHUX 3JIOYMHIB, 3aCHOBAHHUX Ha BUKOPHCTAHHI cy4yacHoi iHpopMaliiiHoi TexHosorii (MaxiHamii 3
eJIEKTPOHHUMHU I'POIIMMA, KOMIT'IOTEPHE XyJIiraHCTBO Ta iH.). TpeTs — eJ1leKTPOHHUN KOHTPOJIb 3a XXUT-
TSAM, HACTPOSIMH, IVITAaHAaMU IPOMA/IsiH, IOJIITUYHUX OpraHizaniil. YeTBepTa - BUKOPUCTaHHA HOBOI iHdO-
pManiiHOol TeXHOJIOTIT y MOJITUYHUX LiasaX16.
Jlo HaBeJleHOTO BapTO J|0/]aTU Te€, 1110 Ha IyMKY BiTUM3HSIHUX €KCIEePTiB i3 npobsieM iHpopMmariiii-
HOI Ge3IleKH, sIKi aHaJli3yBa/d iHO3eMHUI BIVIMB Ha iHpopMaLiiiHUI MeJjia- i kibepnpocTip Ykpainu, Ha
CbOTOZiHI HasABHI O3HAKM peaJIbHUX 3arpo3 AJid Hauol AepxaBu. [Ipo 1e cBif4aTh Taki OCHOBHI TeHAEHLl:
- ninecnpsiMoBaHe GOPMYBaHHS OKPEMHUMHU iHO3EMHUMH JiepKaBaMU HEraTUBHOT'O MiXKHAPO/IHOTO
iMimpKy YKpainy;
- aKTHUBI3alifd KPUTUKHU BUILLOTO [ep>KaBHOT0 KepiBHULTBA YKpaiHU;
- 3JilicCHeHHS HU3KOI0 3apy0i>KHUX KpaiH MOTYXHOTO iHpOpMaI[iiHOT0 TUCKY Ha YKpaiHy 3 METOI0
CIIOHYKaHHA YKPaiHCbKOr0 KEPiBHUITBA A0 NPUHHATTSA BUTIAHUX A WX KPAiH pillleHb y BHYT-
pillIHbO- 11 30BHILIHBOMOJIITHYHIN chepaX;

15 JlinkaH B. A., Makcumenko 0. €., XKenixoBcbkuii B. M. Indopmariifina 6e3neka YkpaiHu B yMoBax €BpoiHTerparii: HaB4. moci6-
HuK. KuiB :KHT, 2006. C. 36.

16 13po6ans O. I1. InpopmaniitHa 6e3neka y npo6jieMHOMY 1OJIi COLiOKY/JIbTYPHOI peasibHOCTI: MOHOTpadis. Xapkis : MaiizaH,
2010. C. 232.
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- mocwieHHs iHGOpMaliMHUX 3aX0/IiB i3 MepelKoKaHHA peastizanii YKpaiHoto il 30BHIIIHbOIIOJTI-

THUYHOTO KypPCY i CHIOHYKaHHS 10 Y4acTi B POEKTAX, sIKi B CydaCHUX YMOBaX He BUTi/IHI Hali# fep-

’KaBi;

- JUCKpeauTallis Hallol Aep:KaBU K KOHKYpeHTa y cdepi MiXKHApOJHOTO BiliICbKOBO-TEXHIYHOTO

CIiBpOGITHUIITBA;

- 3pocTaHHA s YKpalHU 3arpo3 KibepHeTUYHHUX aTaK, 1[0 3yMOBJIEHO MOSIBOI0 HOBUX, 6/IbII A0C-

KOHaJ/IMX 3pa3KiB kibepHeTH4YHOi 36 poil’.

BkasaHe, 3BiCHO, 3arpOKy€ iCHYBaHHIO JIeP>KaBH 51K LIiJIiCHOT0 iHCTUTYL[iHHOTO yTBOPEHHS. Y TOU
’Ke Yyac He MeHII IIOTY>KHUMH € 3arpo3HU CyCIiJIbHIN iHpopMarlliliHil 6e3neni KpaiHy, IKi MalOTh A€o iHIIi
BEKTOPH BIVIMBY, iX pyWHIBHUHN XapaKTep 1110/10 GyHKILIOHYBaHHS Jilep>KaBHU € MOJIiCIPAMOBAaHUM i /10 ne-
BHOI MipU JIATEHTHUM, a OTKe, BKpail HeGe3MneuyHuM18,

[lizcyMoByr0O4H, MOKEMO BKa3aTH, 1[0 «iHpopMaliiiHa BiliHa» 3 Poci€lo 6araTo YoMy Hac HaBUMJIa,
aJie ¥ pu3BeJia /10 HeraTUBHUX HaCiIKiB. Tak, B YKpaiHi 3a60poHeHi pocificbki 3MI i comiasibHI Mepexi,
BifjoMi BUNa/iIKu KibeprepecifyBaHHs i CyZJ0BUX MpoILieciB 3a 06BUHYBAuYeHHAM Y JiepKaBHil 3paji. Ak
He MPUKPO, 10 LbOTO0 AoAasaocd e i Te, o nadaeMis Covid-19 sk 3araJibHOJIIOACHKE JIMX0 He CIpUsiIa
3MEHILEHHIO 3arpo3 i MPUIMHEHHIO HAaNaZiB Ha »XYPHAJIICTIB, a iIHKOJIM BUKOPUCTOBYBAJIACAd MiCLEBOIO
BJIAJIOK0 SIK MPUBIiA JJid 11e 6ibIIoro o6MexeHHs JocTyny Ao iHpopmaunii. Ak i panime, ctyp6oBaHicTb
BUKJIMKAIOTh | MaHinyiA1il 3 HOBUHaMU, opylieHHs KOHQileHIiMHOCTI MpKkepes, KibepaTakH i ekciiecu B
60poTh6i 3 GpellKOBUMHU HOBMHAMU. KpiM TOro, KOHTPOJIbOBAaHUH CeMapaTUCTAMHU CXif KpaiHU MepeTBo-
PHBCS Ha 3aKPHUTY 30HY 6€3 KPUTUYHO HAIAIITOBAHUX )KYPHAIICTIB Ta iIHO3eMHHUX cHloCTepiradvis.

OTxe, He0OXi/IHICTh 3abe3neueHHs iHpopMaliiHoi 6e3neku il 3axucTy iHpopmariiHoro cyBepe-
HiTeTy, IK HAMU JI0BeJieHO, 3yMoBJieHa GopMyBaHHAM iHOpMaLiliHOr0 NPOCTOPY, HEOOXiAHICTIO 3a6€e3-
MevyeHHsI HallioOHaJIbHOI 6e3NeKu YKpaiHU B LIJIOMY ¥ iCHyBaHHSIM 3arpo3 B iHpopManiiiHiii chepi gep-
»KaBH, AKI MOXKYTb 3aB/JjJaBaTH 3HAYHOI LIKOAY 3araJIbHUM HalLilOHaJIbHUM iHTepecaM. K 1oKasye JOoCBiJ
MpPOBiIHUX KpaiH, po3po6JieHHSI BUBAXKEHOI i YiTKOI HallioHa/lbHOI iHpopMalliiiHoi cTpaTeril cnpusiTUMe
yCHiIIHOMY BUpillleHHIO 3aB/IaHb Y NOJITUYHIM, eKOHOMIYHIH, collia/ibHiN Ta iHIIKUX chepax KUTTs. Binbiu
TOro, B yMOBax BeJeHHS Cy4aCHHUM POCIUCbKUM KepiBHUIITBOM arpecMBHOI MOJITHUKM I0A0 YKpaiHU
JIMIlle TaKa MOTJIa 6 BIVIMHYTH HA TO3UTUBHUM Xi/] IO/l i CHPUSATH 3MEHIIEHHIO BIUIMBY SIK BHY TPIllIHbO-
MOJIITUYHUX, TaK i 30BHIiIIHIX pakTopiB. [/is1 CBO€YacCHOTO BUpillleHHs 1IUX 3aB/aHb y IPaBOBOMY, OpTaHi-
3aniHOMY ¥ opraHi3al[iiHO-TeXHIYHOMY acllieKTax YKpaiHi Ie 6arato Tpeba 3po6uTH. 30KpeMa, 1100 3a-
XUCTUTH iHGOpPMaLiMHUN MPOCTip Tpeba CTBOPUTH CUCTEMH yIPaBJIiHHA HalliOHAJIbHUMHU iHbOpMaIlii-
HUMHM pecypcamu, HaJlilHOr0 3aXUCTy KaHaJliB Jiep>KaBHOTO yNpaBJiHHSA, NpoTUAii iHpopmaniinum 3a-
rposam.
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